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General Company Information 
 

Welcome to the Company 
This Handbook contains information, rules, policies and procedures concerning your employment and 
should be read in conjunction with your Contract of Employment. While you are obliged to abide by 
the rules contained in this Handbook and all other company policies and procedures, they do not 
form part of your contract of employment and may be changed at any time. Other or revised rules, 
policies and procedures may be issued at any time and you will be informed and where necessary 
consulted or made aware with regards to these changes. 

Please ensure you read and understand this Handbook and where appropriate refer to the relevant 
Policies not specifically contained herein. 

If there is a conflict between your Contract and this Handbook, the Contract will take precedence. 

 

Integrated Management System 
The company has implemented an Integrated Management System (IMS) which consists of a 
Management System covering Quality (QMS), Environment (EMS), Information Security (ISMS) and 
Occupational Health & Safety (OH&S).  

The IMS follows the following four international standards: 

• ISO 9001 - Quality Management 

• ISO 14001 - Environmental Management 

• ISO27001 - Information Security Management 

• ISO 45001 - Occupational Health & Safety Management 

The IMS is summarised in the core IMS1 IMS Manual and a range of 
supporting documents split into the following categories: 

• Policies & Procedures 

• Forms and Registers 

• Company objectives 

• Training and Guidance 

The IMS is available to all staff via the IMS folder and includes procedures that must be followed and 
guidance on various aspects of our operational activities.  

 

Terms of Employment 
Introduction 

The sections within Terms of Employment set out some general requirements for all employees 
which must be followed. Any issues with compliance, may result in disciplinary action. 
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Probationary Period 

Every offer of employment made by the Company is normally subject to the receipt of acceptable 
references and the satisfactory completion of a three / six-month probationary period. Either party 
may, at any time, or at the completion of the probationary period, terminate the employment on 
giving one week’s notice. The probationary period may be extended on occasion, at our discretion, in 
which case the employee will be advised in writing. 

Upon successfully completing the probationary period, you will become subject to all the conditions 
and benefits in your Contract of Employment. Your holiday entitlement starts from day one. 

 

Working Hours 

Your normal hours of work are detailed in your Contract of Employment. In order to help us to 

maintain optimum service levels, you may be required to have a degree of flexibility and work 

additional hours from time to time. If your average hours are likely to exceed 48 hours in working 

week your permission will be sought and working time regulation opt-out completed. Further details 

are contained in your Contract of Employment. 

If you have a need to leave work prior to your normal finishing time or to have time away during the 

normal working period, you must not leave without first obtaining permission from your Line 

Manager. In such circumstances, you must report to your Line Manager upon leaving and, where 

appropriate, returning to work. 

It is your responsibility to ensure that you are punctual in arriving for work and follow all timekeeping 

and absence procedures. Persistent lateness, unacceptable levels of absence and / or unauthorised 

absence may result in a disciplinary warning or dismissal, depending on the circumstances.  

 

Uniform, Appearance and Conduct 

All employees are required to dress in a neat and appropriate manner and at all times must act in a 
professional manner. Where uniform is supplied it should be worn as required and maintained in a 
clean and tidy manner.  

Any inappropriate or dangerous behaviour will result in disciplinary action and could lead to 
dismissal. 

Employees who are in contact with customers or clients for any reason are reminded that they 
represent the Company and must act and dress accordingly. Any appointments made with clients or 
customers must be kept. If you are not able to make the appointment, they need to be notified at the 
earliest possible opportunity. 

 

Pay, Benefits and Expenses 

The method of pay and payment intervals are set out in your Contract. An itemised pay statement 
will be issued to you at each pay period. If at any time you have any queries, you should raise them 
with management. 

Any change in your pay will be notified to you in writing. The Company cannot guarantee that there 
will be an annual pay increase. 
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Expenses 

The Company will reimburse you for approved expenses wholly and necessarily incurred in the course of your 
work. The amount of any payment for expenses will be the additional costs incurred as a result of you 
undertaking a work assignment. 

You are expected to use the most cost-effective transport, methods and routes when travelling to carry out 
your duties. 

Expenses will be paid in accordance with current tax regulations and all claims must also comply in terms of 
purpose and paperwork. 

You will be entitled to claim the following providing they are reasonable, and the appropriate documentation 
has been completed and supporting receipts submitted; 

• Use of own vehicle: Mileage at the rate notified and all necessary parking charges and unavoidable 

tolls. (You are responsible for any fines or penalties incurred) 

• Public transport: Standard class fare. 

• Accommodation: Cost of room and subsistence (meals and reasonable drinks). 

• Meals: As necessary and to a reasonable standard whilst on authorised business. 

Fraudulent claims may result in disciplinary action and dismissal. 

 

Absence 
Sickness and Absence 

This policy sets out our procedures for reporting sickness absence and for the management of 
sickness absence in a fair and consistent way. 

Sickness absence can vary from short intermittent periods of ill-health to a continuous period of long-
term absence and have a number of different causes (for example, injuries, recurring conditions, or a 
serious illness requiring lengthy treatment). 

 

Sickness absence reporting procedure 

For the reporting of all sickness absence you should follow the procedure set out below. 

If you are taken ill or injured while at work you should report to your line manager to be given 
permission to leave work. Your line manager will then make arrangements for you to be accompanied 
home if necessary and / or to receive medical treatment. 

If you cannot attend work because you are ill or injured, you should ring your line manager as early as 
possible, and no later than 30 minutes after the time when you are normally expected to start work. 
It is not acceptable to ring a colleague and ask them to pass the message on, nor is it acceptable to 
leave a voicemail message or other form of electronic communication. You should only ask someone 
else to make the call on your behalf if you are too ill to make the call yourself. 

The following details should be provided: 

• The nature of your illness. 

• The expected length of your absence from work. 
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• Any specific contact details / instructions. 

• Any outstanding or urgent work that requires attention. 

Managers should ensure that: 

• Any sickness absence that is notified to them is recorded and reported to the Payroll Department. 

• Arrangements are made, where necessary, to cover work and to inform colleagues and clients (while 

maintaining confidentiality). 

• Where the absence is a result of a work-based accident the accident and incident reporting procedure 

must be followed and where applicable reported under the RIDDOR requirements. 

 

Evidence of incapacity 

For absence of more than seven calendar days you must obtain a certificate from your doctor (a 
"Statement of Fitness for Work") stating that you are not fit for work and the reason(s) why. This 
should be forwarded to your line manager as soon as possible. If your absence continues, further 
medical certificates must be provided to cover the whole period of absence. It is your responsibility 
to provide medical certificates for the entire period of absence. 

 

Unauthorised absence 

Cases of unauthorised absence will be dealt with under our Disciplinary Procedure. 

Absence that has not been notified according to the sickness absence reporting procedure will be 
treated as unauthorised absence. 

 

Grievance and Disciplinary Procedure 
Personnel Covered by this Procedure 

This procedure applies to all staff regardless of length of service. It does not apply to agency workers 
or self-employed contractors. It does not form part of your contract. It may be amended at any time 
and we may depart from it depending on the circumstances of any case. 

 

Grievances 

If you have any grievance or complaint relating to work you should attempt to resolve the matter by 
firstly informally talking to the relevant parties and line manager. 

Any employee who wishes to make a formal complaint should firstly raise the matter with their line 
manager unless the issue relates to their line manager in which case it should be reported to a higher 
level in the company management structure. 

A grievance or complaint could be related, but not limited, to the following: 

• Their work, working conditions, pay and benefits or working hours. 

• Discrimination on the grounds of race, sex, sexual orientation, religion, disability, age, gender 

reassignment, marital status or ethnic origin. 

• Treatment by colleagues including harassment and bullying. 

• Their health and safety or a breach of statutory employment rights. 
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• Any other issue affecting their employment. 

 

If the grievance has not been resolved or cannot be settled informally, the matter should be dealt 
with in accordance with the following formal grievance procedure. 

 

Formal Grievance Procedure 

Step 1 – Written Grievance 

You should put your grievance in writing and submit it to your line manager. If your grievance 
concerns your line manager you may submit it to another Manager or Director. 

The written grievance should set out the nature of the complaint, including any relevant facts, dates, 
and names of individuals involved so that it can be investigated. 

Step 2 – Meeting 

The company will arrange a grievance meeting, normally within one week of receiving your written 
grievance. 

You may bring a companion to the grievance meeting if you make a reasonable request in advance 
and tell us the name of your chosen companion. The companion may be either an accredited trade 
union representative or a work colleague, who will be allowed reasonable paid time off from duties 
to act as your companion, but no-one is obliged to act as a companion if they do not wish to do so. 

If you or your companion cannot attend at the time specified you should let us know as soon as 
possible and we will try, within reason, to agree an alternative time. 

We will write to you, usually within one week of the last grievance meeting, to confirm our decision 
and notify of you of any further action that we intend to take to resolve the grievance. We will also 
advise you of your right of appeal. 

Step 3: Appeals 

If the grievance has not been resolved to your satisfaction you may appeal in writing to a Director, 
stating your full grounds of appeal, within one week of the date on which the decision was sent or 
given to you. 

We will hold an appeal meeting, normally within two weeks of receiving the appeal and you will again 
have the right to bring a companion. We will confirm our final decision in writing, usually within one 
week of the appeal hearing. 

 

Confidentiality 

Grievances will be handled with as high a degree of confidentiality as is practicable possible. 

Confidential records of the grievance will be kept in the employee’s personnel file in accordance with 
Data Protection legislation. Copies of meeting notes will be provided to the employee, although the 
Company reserves the right to withhold certain information (e.g. to protect a witness). 
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Disciplinary Procedure  

Our disciplinary process is intended to help our workers achieve and maintain a high standard of 
behaviour and performance and to help resolve any issues that could affect the business. 

Disciplinary action taken will depend on the circumstances and by using the following approach: 

Verbal Warning 

• The employee will be advised that his or her standard of conduct or performance has been 
unacceptable. The required standard will be outlined and a monitoring procedure may be 
implemented. 

Written Warning 

• Where verbal warning has not led to improved performance or where dealing with more 
significant issues as written warning will be given.  

Final Written Warning 

• On this occasion the employee will be advised, in writing, that a failure to improve the 
standard of conduct or performance may result in dismissal. 

Dismissal 

• A dismissal occurs when the Company terminates the contract of employment, either with or 
without notice. 

The disciplinary action taken will be determined by the severity of the offence. For relatively minor 
offences action will normally commence with an Early Warning and progress through the stages, 
eventually ending with a dismissal. 

The Company may decide, however, to commence action at the Written Warning stage or even Final 
Written Warning stage if the offence is serious enough. 

In cases of gross misconduct, the Company will normally move directly to the dismissal stage. 

 

Alternative forms of dispute resolution 

Implementation of the disciplinary procedure will be assessed on a case by case basis. However, 
consideration should be given to other options available such as informal counselling before 
implementation if such an alternative is identified as a more effective and appropriate solution. 

Counselling takes the form of a discussion or series of discussions, normally with the employee's 
Manager. This should be a two-way process during which the Manager listens to the employee’s 
comments as well as stating his or her expectations. The discussion should be recorded as a reminder 
of the outcome of the conversation, and a copy of this file note provided to the employee. 
Counselling should not be confused with a formal warning under the disciplinary procedure. 

 

Investigation 

In order to decide whether a formal disciplinary hearing is warranted, issues should first be 
thoroughly investigated to establish the facts. A Manager will conduct the investigation, maintaining 
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fairness and impartiality throughout. This will usually, though not necessarily, require a discussion 
with the individual concerned, with any witnesses, and with any other individuals with relevant 
specialist knowledge. The content of these discussions should be noted in a witness statement, and 
all of the evidence carefully checked. Witness statements should be approved by the witness, and will 
be shared with the employee under investigation unless there are exceptional reasons for not doing 
so. 

Following the outcome of the investigation, the employee will be given written notice of any 
requirement to attend a disciplinary hearing. Copies of any relevant information, e.g. witness 
statements, will be provided along with the written notification. A minimum of 24 hours’ notice will 
be given to allow time to prepare for the disciplinary hearing. 

 

Suspension 

It may be necessary to suspend an employee whilst an investigation and / or disciplinary hearing is 
taking place. Any suspension will be kept to a minimum, and will be on full pay. In these 
circumstances the suspension itself will not constitute disciplinary action. During the suspension, the 
employee remains bound by the Company Code of Conduct. 

 

Disciplinary Hearings 

Once a decision has been made to invoke the formal disciplinary procedure, employees are entitled 
to be accompanied by a fellow employee or other representative official at any subsequent hearing.  

Employees should inform the Management Team of the name of the person who will be 
accompanying them. The Company reserves the right to reject the employee’s choice of 
accompanying person in the event that they consider the choice to be inappropriate, e.g. where a 
conflict of interest may arise. 

In cases where the allegation is such that a potential outcome is dismissal or summary dismissal, the 
case will normally be heard by a panel of three. The panel will normally comprise a chair who will be 
two members of the management team and another member of staff, selected and appointed as an 
impartial team member. 

 

Right of Appeal 

Employees have the right to appeal against any disciplinary action taken against them. 

All appeals must be made in writing, clearly stating the grounds for the appeal, no later than the end 
of the fifth working day after the disciplinary decision was received in writing by the employee. The 
first of these five working days is the day after that on which the employee received written 
confirmation of the disciplinary decision. 

An appeal hearing will be organised and held as quickly as possible and, in any event, within seven 
working days of the date on which the appeal was received. Employees are entitled to be 
accompanied to the Appeal Hearing by a fellow employee or representative. 

The findings of the appeal hearing will be notified to the employee, in writing, within five working 
days of the hearing and the decision at this stage will be final. 
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Company Policies 
All company policies can be found in full in the company policies folder. Below is a summary of some 
of the key policies with references to the complete version for further information. All other company 
policies not listed here are also available in the policies folder. 

 

Equal opportunities Policy 

The Company is committed to providing a working environment in which employees are able to 
realise their full potential and to contribute to the success of the business. Our aim is to identify and 
eliminate discriminatory practices and behaviours throughout the organisation and comply with all 
applicable legislation such as the Equality Act. 

Please refer to the complete policy P-6 Equal Opportunities and Diversity Policy. 

 

Bullying & Harassment Policy 

It is our policy to take a zero tolerance approach to bullying and harassment in the workplace and to 
take all appropriate actions to detect and prevent any bullying and harassment. 

Please refer to the complete policy P-73 Anti Bullying and Harassment Policy. 

 

Whistle-blowing Policy 

This sets out our policy for reporting issues or concerns at work (whistleblowing). It is important that 
everyone understands the process to report issues and concerns and that they feel they can raise 
concerns with absolute impunity with regards their own position regardless of the outcome of any 
enquiry into the reported concern and that an adequate review / investigation will be completed to 
assess the issue / concern reported. 

Please refer to the complete policy P-14 Whistleblowing Policy. 

 

Lone working Policy 

This sets out our policy for assessing and reducing the risks associated with lone working. It is 
important that every employee is aware of their obligations under this policy, and any queries should 
be addressed to Management. 

Please refer to the complete policy P-15 Lone Working and Violence Policy. 

 

Driving Policy 

This details the company’s commitment to training drivers and maintaining company vehicles 
correctly. It is imperative that all employees who drive a vehicle on company business are aware of 
this policy. 

Please refer to the complete policy P-63 Company Vehicles Driving Policy. 
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Smoking Policy 

It is the policy of the company to protect all workers and any visitors to any of our work sites from 
exposure to second-hand smoke and therefore smoking is not allowed on company premises or in 
company vehicles. 

Please refer to the complete policy P-51 Smoking Policy. 

 

Drugs & Alcohol Abuse Policy 

This sets out the policy of the Company on alcohol and drug abuse. It is important that every 
employee is aware of their obligations under this policy, and any queries should be addressed to 
Management. 

Please refer to the complete policy P-7 Drug and Alcohol Abuse Policy. 

 

Bribery & Corruption Policy 

The company believes that certain principles and values are the foundation of sound and fair 
business practice and as such are important to uphold. One such principle is a zero tolerance position 
in relation to bribery and corruption, wherever and in whatever form that it may be encountered. 

Please refer to the complete policy P-10 Anti-Bribery and Corruption Policy. 

 

Social media Policy 

Employees may access social networking sites using the company’s facilities; however, this should not 
be done during working hours and time spent on such sites should be kept to a reasonable limit. If 
there is any evidence that this privilege is being abused, then the privilege may be withdrawn. 

Please refer to the complete policy P-83 Social Media Policy. 
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Occupational Health & Safety Management Systems 
(OHSMS) 

• Our Company has an OHSMS. 

• It follows the international standard ISO 45001 

• The OHSMS formally state how we protect the 

health and safety of employees and stay legally 

compliant. 

• All activities, staff and contractors fall under the system. 

 

Your responsibilities 

• Be aware of the Health & Safety Policies and Procedures. 

• Be aware of our Objectives and Targets. 

• Follow the guidance in this staff handbook. 

• Report any issues related to Health & Safety to your Line Manager. 

• Come forward with any suggestions for improvements to health & safety in the workplace. 

• Report any incidents and near misses related to health & safety. 

 

Our Objectives and Targets 

As part of our Occupational Health & Safety Management System, the business has set information 

health & safety objectives and targets and is actively reviewing and monitoring performance against 

those. 

Ensure you are aware of what these targets are and how you can help the business in achieving them. 
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General Safety 
The company is legally responsible to comply with a range of health & 
safety regulations upheld by the Health and Safety Executive (HSE). 

Section 7 of the Health and Safety at Work Act places a duty on the 
employee to take reasonable care of the health and safety of themselves 
and others who may be affected by their acts or omissions at work. 

Working Practices 

• You must not operate any equipment unless trained and authorised 
to do so. 

• You must not remove any guarding from equipment used or deviate from your authorised 
usage of the equipment. 

• You must report immediately any equipment defect and never attempt to repair it yourself. 

• You must undertake all duties as instructed and never take short cuts. 

Hazard/Warning Signs & Notices 

• You must comply with all hazard / warning signs and notices displayed on the premises. 

Working Conditions / Environment 

• You must make proper use of all equipment and facilities provided to control working 
conditions and working environment. 

• You must ensure you keep your work areas clear and tidy. 

• You must dispose of waste / scrap in the appropriate areas and bins provided. 

• You must report any spills or safety issues immediately. 

Protective Clothing & Equipment 

• You must wear protective equipment where required. 

• You must only wear protective equipment that has been issued to you. 

• You must never obstruct any fire escape route, fire equipment or doors with equipment. 

Accidents and Near Misses 

• You must see the first-aider for any injury you may receive, 
irrespective of how minor, and ensure details are entered into the 
accident book. 

• You must report any incident in which damage is caused to 
property. 

• All near-misses, any incident that could have led to damage or 
injury, must be reported. 

Health 

• You must report any medical condition that could affect the safety of yourself or others. 

• You must not become involved with horseplay, or practical jokes. 

• You must follow all rules pertaining to no smoking areas.  
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Safe Use and Management of PPE 
The company has a duty to ensure the workplace is safe and to encourage people to work safely and 

responsibly. Even after a full risk assessment and where engineering controls and safe systems of 

work have been applied, some hazards might remain. 

These include potential injuries to: 

• The lungs, e.g. from breathing in contaminated air. 

• The head and feet, e.g. from falling materials. 

• The eyes, e.g. from flying particles or splashes of corrosive liquids. 

• The skin, e.g. from contact with corrosive materials. 

• The body, e.g. from extremes of heat or cold. 

In these cases where all other safety options have been explored and the potential to be harmed still 

remains, the company will issue PPE. 

All employees required to use PPE as part of their job, will be provided with the required training in 

safe use and maintenance of their PPE. 

 

Safe Use of Equipment 
Work equipment is any machinery, appliance, apparatus, tool or 

installation that is used at work. 

 

Provision of Equipment 

The company ensures all equipment provided for use at work is: 

• Suitable for the intended use. 

• Safe for use, maintained in a safe condition and inspected to ensure it is correctly installed 

and does not subsequently deteriorate. 

• Used only by people who have received adequate information, instruction and training. 

• Accompanied by suitable health and safety measures, such as protective devices and controls. 

• Used in accordance with specific requirements. 

 

Employees must 

• Carry out a visual safety check before using any equipment. 

• Complete and document any pre-start checks required. 
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• Use the equipment only in accordance with supplied guidance and the manufacturer’s 
instructions. 

• Use equipment only for its intended use. 

• Use only equipment purchased by or on behalf of the company or approved for use. 

• Only use equipment for which they have been trained to use. 

• Report any faults promptly and not use any faulty equipment until it has been established that 
it is safe to do so. 

• Report any incident, injury or near miss occurrence when operating work equipment. 

 

Risk Assessments 
When conducting a risk assessment consideration need to be given to all Hazards and Risks; 

• Hazard: A hazard is anything that may cause harm; these can be hazards to physical health 

such as chemicals, electricity, falling from height etc. or a hazard to mental health such as 

stress or aggression in the workplace. 

• Risk: The risk is the likelihood the potential harm from a hazard will be realised. 

 

Completing Risk Assessments 

Risk Assessments should be completed by competent staff who have a knowledge of the area being 

assessed to establish how likely it is that harm will occur based on Likelihood (how likely it is that the 

identified risk could lead to harm) 

and Consequence (how harmful) 

which is then used to assign a Risk 

Rating. 

 

Hazard Identification 

The following sources of information may also be utilised to identify hazards: 

• Direct report from / consultation with workers, health and safety representatives or any other 

relevant persons; 

• Industry and legislative requirements / guidance; 

• Incident reports; 

• Hazard inspection reports / Workplace hazard inspections; 

• Observation of work tasks and activities. 
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Ongoing Review 

Risk Assessments should be completed and reviewed periodically, to ensure that any new hazards 

introduced through changes to the organisational systems, new plant and machinery and products 

are assessed. The Risk Assessment process should include consultation with workers or other 

individuals involved with the area being assessed. 

 

Safe Operating Procedures / Method Statements 

Where required Safe Operating Procedure / Method Statement detailing controls, safety equipment 

and safe method of work should be prepared. 

 

Manual Handling 
Each manual handling process is reviewed case by case and the things taken into 

account are, but not limited to, excessive fatigue, bad posture, cramped work areas, 

awkward or heavy loads and history of back troubles. 

 

As there is no such thing as a completely ‘safe’ manual handling operation, training and guidance is 

provided to all workers to reduce the risks involved with lifting and / or carrying. 

 

The term manual handling covers a wide variety of activities including lifting, lowering, pushing, 

pulling and carrying. If any of these tasks are not carried out appropriately there is a risk 

of injury. 

 

The company recognises the importance of preventing manual handling 

injuries in the workplace and is committed to avoiding such tasks as far as 

possible. The use of mechanical handling aids, wherever reasonably 

practicable, in order to reduce the need for manual handling should 

always be considered. 
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Safety Signage 
Safety signs are in place throughout the workplace and all workers should familiarise themselves with 

the signs and their purpose. Safety signs will be used where a significant risk has been identified and 

where additional controls can’t be implemented. 

 

Safety Signs 

For each identified risk the relevant signage will be determined. E.g. Health/safety sign providing 

information or instruction about safety and/or health at work. 

 

Following standardised signage is used and must be followed: 

 

Prohibition sign 

A red bordered sign indicates a sign prohibiting 
behaviour likely to increase or cause danger. 

Do not do this 

 

Warning sign 

A yellow sign with a black border indicates a sign 
giving warning of a hazard or danger. 

Watch out for this 

 

Mandatory sign 

A blue sign with a white border indicates a sign 
prescribing specific behaviour. 

You must do this 

 

Emergency escape or first-aid sign 

A green sign with white detail indicates a sign 
giving information on emergency exits, first aid, 
or rescue facilities. 

You need this information, there is no danger 
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Slips and Trips 
Slips and trips are the most common cause of injury at work and to 

ensure safety at work action must be taken to control slip and trip risks; 

• Conducting thorough risk assessments to ensure that any hazards 

are identified and controlled. 

• Training employees to recognise the hazards and how to take 

steps to avoid them. 

• Making sure good housekeeping is normal and expected in the workplace. 

• Ensure floors areas are suitable, in good condition and free from obstructions. 

 

Employee’s Obligations 

To ensure the risks related to slips and trips are minimized, all employees are obligated to take the 

following actions; 

• If a spillage or trip hazard is identified it must be reported and arrangements made to resolve. 

• Report any damaged floors or mats. 

• Keep the workplace tidy, including walkways, break areas and their work area. 

• If asked to do so, you must wear PPE and look after it. 

 

Electrical Safety 
Electricity can be dangerous and injury can occur when live electrical 

parts are exposed and touched. 

 

Training and Awareness 

Anyone working on or with electrical equipment must be ‘competent’ 

for the task that they are completing and will be trained prior to using 

any electrical equipment. 

 

Electrical Safety do’s and don’ts 

Do: 

• Treat every electrical device like it is live, even if it does not look like it is plugged in or 

operational. 

• Unplug appliances before performing any service or repairs on them. 
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• When working on electrical devices, only use tools that have official “non-conducting” 

handles. 

• Try to limit the use of electrical equipment in rooms that are very cold or have a lot of 

condensation. 

• When handling electrical equipment, make sure your hands are dry. 

• If you spill any kind of liquid on electrical equipment, first immediately shut off power to the 

equipment via the main switch or circuit breaker and then unplug the equipment itself. 

Don’t 

• Touch active electrical circuits. 

• Touch electrical equipment when any part of your body is wet. 

• Store liquids of any sort near electrical equipment. 

• If a person comes into contact with an energized electrical conductor, do not touch the 

equipment, its cords, or the person affected because the charge may pass to you. Instead, 

shut down the main power source via the circuit breaker and then unplug the equipment 

using a leather belt. 

• Wear metal of any sort if you are working on electrical equipment. 

 

Noise at Work 
The company has to comply with The Control of Noise at Work Regulations and take any appropriate 

measures required to protect against the risks to health and safety from exposure to noise. 

 

Control of Noise 

Where required the company will conduct noise assessments throughout the organisation at planned 

intervals or if there is a significant change. Where possible, eliminating or reducing the noise is the 

preferred option if practicably possible, e.g. Isolating a compressor in individual room / sheet. 

 

The company will use the following action and limit values provided by the Control of Noise at Work 

Regulations; 

• Lower action value (80 dB): Signage will be used and employees are recommended to use 

hearing protection. 

• Upper action value (85 dB): Signage will be used and employees have to use hearing 

protection. 

• Limit value (87 dB): Actions need to be taken to reduce the noise and personnel will be 

restricted from working in areas with these noise levels. 
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Personal Hearing Protection 

If a risk related to noise has been identified, personal hearing 

protection will be issued to employees if measures cannot be 

achieved through technical or organisational means. Hearing 

protection should never be used as an alternative to controlling 

noise and it will only be used as a last resort. 

 

Hearing protection zones are areas of the workplace where access is 

restricted and where hearing protection is compulsory. They will 

always be indicated with signage as illustrated. 

 

The company will provide hearing protection to employees that request them, if their noise exposure 

is between the lower and upper exposure action values. 

 

Training 

Where employees are exposed above the lower exposure action values, training will be provided so 

that they understand the risks they may be exposed to, and their duties and responsibilities. 

 

Safe Use of Display Screen Equipment (DSE) 
In order to eliminate / reduce risk of injuries related to use of display screen equipment it is 
important that all workers who use DSE as a significant part of their normal work complete a DSE 
assessment to assess any potential risk. 

As part of the assessment, the following should be reviewed: 

• The whole workstation including equipment, furniture, and the work environment. 

• The job being done 

• Any special needs of individual staff. 

Where risks are identified, steps should be taken to reduce them immediately. 
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Training and information 

The company will provide training to all employees, to ensure they can use their DSE and workstation 
safely, and know how to make best use of it to avoid health problems, for example by adjusting the 
chair. 

 

Office Safety 
While the hazards in offices are normally of a lesser nature than those of a factory or manufacturing 

plant, there is still a requirement to ensure that flooring, furniture, equipment, space, lighting and 

ventilation is kept in good condition. 

 

In order to reduce the risk of hazards the following must be followed; 

• Equipment with damaged cabling must be removed / quarantined. 

• Walkways must be kept free from items such as bags, coats and storage boxes. 

• A risk assessment and ongoing inspections are completed for the office. 

• Assessment and training are provided for all staff on the use of visual display equipment and 

VDU assessment completed at least annually by relevant staff. 

• Adequate access and exits are provided for the office space and kept clear at all times. 

• Equipment is maintained and records are kept where required. 

• Suitable lighting is installed and based on the work activities. 

Employees’ obligations 

Employees working in an office environment must: 

• Adhere to any clear desk policy. 

• Ensure that their work area is kept clean and tidy at all times. 

• Follow any instruction, information or training that they have received. 

• Know who is responsible for first aid and where the accident book is located. 
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Fire Safety 
The chances of a fire starting are low if the premises have few ignition sources and if combustible 

materials are kept away from them.  

 

When discovering a fire 

When a fire is discovered or suspected, the fire alarm should be raised immediately to ensure 

everyone can get to safety. Once the alarm is raised, the fire service should be notified. 

 

Firefighting equipment 

Firefighting equipment is installed throughout the company 

at dedicated locations based on the fire risk assessment. 

Fire extinguishers are all clearly marked and have signage 

next to each extinguisher stating type and application of the 

extinguisher. All staff should be familiar with this signage. 

 

Evacuation Procedure 

A fire drill and emergency evacuation completed and logged 
at least once annually. Evacuation will be carried out in a 
prompt and calm manner, with everyone making their way 
to the designated assembly point. Any hazardous machinery 
or processes should be shut down in line with the fire 
evacuation procedure for the site. 

Lifts are never to be used in the event of a fire and all personnel should head directly to the nearest 
emergency fire exit. Everyone is to assemble at the muster points. 

 

Returning to Work 

No one should return to the building until it is confirmed that it is safe to do so. 

 

 

Breach of Requirements 

If any user is found to have breached these requirements, they may be subject to the company’s 

disciplinary procedure. 
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Environmental Management Systems (EMS) 
• Our Company has an EMS  

• It follows the international standard ISO 14001 

• The EMS formally states how we protect the environment 

and stay legally compliant 

• All activities, staff and contractors fall under the system 

Your responsibilities 

• Be aware of the Environmental Policies and Procedure 

• Be aware of our Objectives and Targets 

• Follow the guidance in this staff handbook 

• Report any issues to the Environmental Representative or Line Manager 

• Come forward with any suggestions for improvements to environmental performance 

• Report any incidents including spillages 

 

Waste 
The Company is legally responsible for all of its waste. Where possible we want 

to maximise recycling be separating any recyclable material for separate 

collection i.e. glass, metal, cardboard, paper and plastic should be segregated 

and recycled. 

Do not 

• Store waste near watercourses or drains 

• Pour waste materials down any drains 

• Place any hazardous waste in the general waste 

• Allow anyone else to dump anything in company waste bins 

Do 

• Use the recycling facilities provided 

• Ensure waste disposal areas are kept tidy and secure 

• Report flytipping 

• Ensure all paperwork from waste contractors is retained and given in to the office 

• Ensure waste is only uplifted by a registered waste carrier 



#az-documents.co.uk# 

GEN1-1 – General Staff Handbook 

[issue 1] [Business Use] Page 23 of 35 

Hazardous Waste 
The following waste cannot be disposed of in the general waste bin / skip. It’s illegal.  

• Oily rags / oily granules / oily filters  

• Oil / diesel 

• Lubricants / grease 

• Chemicals 

• Gloss paint 

• Asbestos 

• IT equipment / plugged equipment 

• Tyres 

• Toner cartridges 

• Batteries 

 

Use the facilities provided for the disposal of this waste. 

 

Oil and Chemical Storage  
Never pour liquids down drains or into a watercourse 

Remember to:  

• Know where spill kits are located 

• Store oils and chemicals in the secure bunded 

facilities provided 

• Never refuel near a drain or watercourse 

• Use any drip trays provided  

• Always store liquids away from drains and 

watercourses 
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• Store away from traffic routes 

• Do not store oils and chemicals on unmade ground 

• Keep all valves, pipes etc within the bund 

 

Spill Response 
Even a small quantity of oil or chemicals can kill aquatic life. Drains can lead directly to water course 
or spills seep into ground water supplies through unmade 
ground. 

• NEVER wash any oil or chemical spills down a drain 

• Respond promptly 

• Wear any required PPE (e.g. glasses / gloves) 

• Stop the leak if possible (e.g. with putty sticks)  

• Use the spill kit provided. 

• Seal off drains, if possible 

• Dispose of contaminated materials as special 
waste 

• Report all spills or near misses to your line 
manager.  

• Complete any paperwork required.  

 

Environment Agency should be contacted on 0800 80 70 60 for major incidents. 
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Control of Substances Hazardous to Health (COSHH) 
All businesses are required to meet legal obligations when it comes to dealing with 

substances that are hazardous to health.  

Hazardous substances can take many forms and include; chemicals, products containing 

chemicals, fumes, dusts, vapours, mists, nanotechnology, gases and asphyxiating gases 

and biological agents (germs) 

These substances should be identified and control measures put in place to prevent harm 

to health 

• Use hazardous materials & liquids to comply with COSHH requirements and any 

Risk Assessments provided 

• Check relevant Safety Data Sheets 

• Be aware of when you are exposed to hazardous substances 

• Store materials in a secure location & in a manner that avoids damage after use 

• Check that materials are in date 

• Use any Personal Protective Equipment (PPE) provided  

• Be aware of Emergency Procedures and ensure you have all necessary equipment 

for emergency situations 

 

Protecting Wildlife 
There may be legally protected species in or around the site you are working 
on. 

If a survey has found such species ensure you are aware of any special 
controls for the site. 

Disturbing or destroying wildlife or their habitat, could incur fines and a jail 
sentence. 

Remember 

• Nesting birds or eggs must not be disturbed 

• It is illegal to interfere with or damage a badger sett or to disturb a 
badger occupying a sett 

• Contact management if you see an adder, grass snake, newt, bats, 
water voles, red squirrels or otters 

• Some trees are legally protected. Check with your manager before 
proceeding. 

If in doubt, stop work immediately and contact your line manager or 
Environmental Representative 
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Protecting Habitats 
Some work sites may be on special wildlife habitats which are legally protected the company may 
require special consents to work in these areas.  These areas can include Special Sites of Scientific 
Interest (SSSI's), Special Areas of Conservation or Nature Reserves. 

Always follow the site guidelines provided by the site managers. 

 

Working on or Near Rivers 
A special licence under the Controlled Activities Regulations (CAR) may be needed when working on 
our near rivers. Strict controls will be in place to stop the possible contamination of the river or 
disturbance to aquatic life. 

 

Remember 

• Silt can seriously damage aquatic life in rivers. Always use the silt mitigation techniques put in 
place by management (e.g. settlement tanks or soakaways) 

• Never store oil or chemicals close to a water course. 

• Never start any excavation works on or near rivers without informing SEPA (Scottish 
Environmental Protection Agency) first. 

• Never block watercourses. 

• Never abstract water without consent 

• You may need a license to dewater into a watercourse 

• Never dispose of wheel wash water in watercourses or service water drains 

Noise, Nuisance and Complaints 
Our business also has a responsibility to our local environment; 

• Follow all site guidelines 

• Provide the name and number of the site manager if there is a public complaint 

• Follow any site noise and vibration reduction procedures 

• Always limit noise and vibration  

• No shouting, spitting or urinating in public 

• Ensure silencers and exhausts are maintained 

• Reduce excessive dust wherever possible.  

• NO burning material on site  

• Use floodlights sensitively 

Be a responsible and considerate neighbour 
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Fuel Efficient Driving 
By following these guidelines, we can reduce our fuel costs and carbon emissions 

• Keep speed down and shift to a higher gear as soon as possible (check best fuel-efficient 
speed for your vehicle) 

• Lose weight – don’t carry what you don’t need 

• Find the shortest route 

• Close the windows and try to avoid using air conditioning 

• Check your tyre pressure 

• Maintain a steady smooth speed 

• Give the car a break – turn the engine off when you can. 

•  Check the oil 

 

In the office 
There’s lots of simple ways to help reduce our impact on the 
environment  

• Switch off lights and equipment when not in use 

• Use the recycling facilities provided 

• Always think before you buy- do I really need it? 

• Only print when necessary, print double sided where possible 

• Buy energy efficiency equipment - IT, lighting and Kitchen 
appliances - check for energy efficiency rating when purchasing 
or specifying 

• Try to cut out or eliminate unnecessary journeys  

• Only boil the water you need. 

• Switch off heating when not in use. 
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Information Security Management Systems (ISMS) 
• Our Company has an ISMS. 

• It follows the international standard ISO 27001 

• The ISMS formally state how we protect information and 

ensure its confidentiality, integrity, and availability. 

• All activities, staff and contractors are covered by the 

ISMS. 

 

Your responsibilities 

• Be aware of the Information Security Policies and Procedures. 

• Be aware of our Objectives and Targets. 

• Follow all information security guidance. 

• Report any issues related to Information Security to your Line Manager. 

• Come forward with any suggestions for improvements to information security 

• Report any information security incidents including loss of a device, if you suspect your 

account has been compromised, if sensitive material emailed to the wrong recipient and any 

other issues. 

 

Access Control 
All staff are provided with a unique username and 

password to access protected information systems. 

Login credentials are unique to each individual and 

must not be shared. 

Each username is assigned access rights based on the 

individual’s role and access required to perform his / 

her job.  

The access rights are reviewed regularly and whenever 

there is a change such as in the following scenarios; 

• New Start: All essential checks are completed 

and access permission is reviewed and granted as required. 

• Staff leaving: All access permissions will be deactivated when a member of staff leaves the 

company. 
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• Staff moving: If a member of staff changes role or responsibility, their access to information 

will be reviewed and updated accordingly. 

 

Physical Access Control 
It is important that access to the workplace is controlled and managed with 

keys that are issued to staff logged and managed. Certain areas and storage 

within the premises may also be secured with access provided only to each 

individual based on their role and access required to perform his / her job.  

 

Visitors and Third Parties 

• All visitors must be escorted throughout the premises and 

accompanied at all times. 

• If third parties need access to internal systems as part of their work 

with or for the company, this is reviewed and approved in each 

individual case. 

• Based on the access required, contractual agreements may need to be developed and 

implemented, with a signed non-disclosure as a minimum requirement. 

 

Secret Authentication Information  
Secret Authentication information can be used as a means of checking that a 

person is genuine and that they are who they claim to be. Secret 

authentication can be information that only the genuine person will know, a 

password, secret code or specific characters from a secret word or password. 

Secret authentication information can therefore be used to confirm the 

credentials of someone who wishes access to a system or has made contact 

asking for restricted information. As this information can be used to gain 

access to information it is important that it is protected and managed effectively. 

 

All of the company’s IT systems are configured to enforce the following: 

• Authentication of individual users, not groups of users, i.e. no generic accounts. 

• Protection with regards to the retrieval of passwords and security details. 

• System access monitoring and logging at user level. 

• Role management so that functions can be performed without sharing passwords. 
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User Responsibilities 

It is a user’s responsibility to prevent their user ID and password being used to gain unauthorised 

access to the company’s systems by: 

• Ensuring that any PC they are using is locked or logged out when left unattended. 

• Leaving nothing on display that may contain access information such as login names and 

passwords. 

• Informing the IT Department of any changes to their role and access requirements. 

 

Information Classification 
Data Classifications 

The company has a data classification system in 

place to ensure the sensitivity of all material is 

identified and stored / handled accordingly.  

The following classifications are used: 

• [Confidential] Any forms that include sensitive or confidential information. E.g. employees HR 

file with personal information 

• [Business Use] Documents for business use that is not needed for stakeholders outside the 

organisation. E.g. procedures or training material used internally. 

• [Public] Public documents that can be shared with the public. E.g. Brochures, web site content 

or the Quality Policy. 

 

Storage Based on Classification  

When storing or handling information you need to consider the classification and the following 
storage guidance; 

• Confidential 

Should always be stored on the network in a location that restricts access to only those 
who have a legitimate need to access the information. Confidential data should never be 
stored on external media (e.g., portable hard drive, memory stick, etc.) that is not locked / 
encrypted and password protected.  

• Business Use 

Should only be accessible to those who have a legitimate need to access this information. 
Business use data can be shared and stored without encryption but only with those who 
require the information. 

• Public 
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Unrestricted data may be stored or shared freely without encryption or any protection 
subject to usual document control procedures.  

 

Use of Software 
Control of Operational Software 

With the exception of designated IT managers, no employees should have 

administrator rights to their laptop or workstation. This is a control in place 

to prevent any intentional or unintentional installation of unauthorised 

software.   

Only software from an approved list will be used on the company’s 

computers and must be patched and kept up to date. Antivirus or 

other security software must never be removed or deactivated. 

If you have a need or requirement for a specific software as part of 

your role, this needs to be reviewed with the IT manager. 

 

Intellectual Property Rights 

All software used by the company is licensed and in line with the law in terms of Intellectual Property 

Rights.  

 

Malware Protection and Prevention 
Computers and tablets provided to employees, will be supplied with an anti-

malware product installed with automatic updating. 

Anti-malware will be configured for on-access scanning, including files opened and 

downloaded and viewed web pages. 

 

User Responsibilities 

Following rules related to Anti Malware must be complied with at all times by all 

users: 

• Do not try to uninstall or disable anti-virus software. Any messages 

suggesting that antivirus protection has been disabled will be investigated 

immediately. 

• If experiencing difficulties with a recommended anti-virus product, requests for technical 

support from IT when required. 
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• If you suspect that a device is infected with a virus, disconnect the deice and report the 

incident to IT asap. 

• Check the authenticity of attachments / software to be installed from internet sources. Do not 

install applications that arrive on unsolicited media. 

The Company reserves the right to disconnect any device from the network if an infection is found or 

suspected. The device will be disconnected until the infection is removed and suitable preventative 

tools have been installed on the device 

 

Internet Electronic Messaging 
Electronic messaging includes, but is not limited to: 

• Email 

• Instant messaging (IM) 

• Text messages 

• Messages sent via Pagers 

• Voicemail 

 

Acceptable Use 

The company’s electronic messaging facilities are provided for internal and 

external communications that serve legitimate business functions and 

purposes. 

The information communicated over company electronic messaging 

systems is subject to the same laws, regulations, policies, and other 

requirements as information communicated in other media formats. 

 

Unacceptable Use 

The act of non-compliance with the Company E-mail use policy constitutes 

misuse. 

Unacceptable use includes, but is not limited to, using the company’s 

electronic messaging facilities: 

• For personal profit. 

• For political purposes. 

• To interfere with the privacy, security, and legitimate work of others. 

• To interfere with the performance of the network. 
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• To perform unauthorized copying or transmission of software. 

• To attempt to violate any connected computer system's security. 

• To access data being transferred through the network or files on any computer connected to 

the network without the owner's permission. 

• To spread computer viruses, Trojan horses, worms or any program designed to violate 

security, interfere with the proper operation of any computer system, or destroy another 

user's data. 

• To transmit "chain letters," unsolicited commercial e-mail (UCE). 

• In any manner which violates any legal requirement. 

• Involving the use of a username or account belonging to another individual without their 

permission. 

• For the transmission of material that is harassing or unlawful. 

 

Privacy 

The company’s e-mail and electronic messaging resources are not personal and private. The 

company’s IT Department and other administrative staff may access user data for legitimate business 

purposes, to troubleshoot, diagnose and resolve technical problems, and to investigate possible 

misuse of company computer systems and resources. 

 

Information Transfer 
Having decided what kind of information you have, and 

prepared it for transfer, the sender must consider the 

various methods of transfer available and whether they are 

appropriate. 

 

Electronic Mail 

Sensitive Information must be enclosed in an attachment 

and encrypted using a product approved by the Company and set at an appropriate strength. 

Following responsibilities must be complied with when sending sensitive data: 

• Any password must be in line with the company’s Password Policy. 

• Any password to open the attached file must be transferred to the recipient using a separate 

or different method than e-mail. 

• E-mail message must contain clear instructions on the recipient’s responsibilities and 

instructions on what to do if they are not the correct recipient. 
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• An accompanying message and the filename must not reveal the contents of the encrypted 

file. 

• It must be validated with the recipient that the transfer has been successful 

 

Electronic Memory, (CD, DVD, USB drive and Memory Card) 

Any confidential information stored on portable memory devices, must follow the same 

requirements as files attached to email described above. 

 

Delivery by Post or by Hand 

When sensitive information is sent through post or currier services, following precautions must be 

taken: 

• An appropriate delivery mechanism must be used. 

• The package must be securely and appropriately packed, clearly labelled and have a seal, 

which must be broken to open it. 

• All packages must have a return address and contact details. 

• The label must not indicate the nature or value of the contents. 

• All packages must be received and signed for by addressee. 

• The sender must check at an appropriate time that the transfer has been successful, and 

report any issues to their line manager. 

 

Telephone/Mobile Phone 

As phone calls may be monitored, overheard or intercepted either deliberately or accidentally, care 

must be taken as follows. 

• Transferred information must be kept to a minimum. 

• Sensitive material should never be discussed over phone in a public area. 

• Personal or Confidential information must not be transferred over the telephone unless the 

identity and authorisation of the receiver has been appropriately confirmed. 

 

Internet Based Collaborative Sites 

Must not be used for Personal or Confidential information. 
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Text messaging (SMS), instant Messaging (IM) 

Must not be used for Personal or Confidential information. 

 

Cloud Computing 
Following need to be complied with when using cloud services: 

• Any use of cloud computing services for work purposes must be 

formally authorised by the IT Manager, who will certify that 

security, privacy and all other IT management requirements is 

adequately addressed by the cloud computing vendor. 

• For any cloud services that require users to agree to terms of service, such agreements must 

be reviewed and approved by the IT Manager. 

• The use of such services must comply with the Company’s existing policies and procedures. 

• Employees must not share log-in credentials with co-workers. The IT department will keep a 

confidential document containing account information for business continuity purposes. 

• The use of such services must comply with all laws and regulations governing the handling of 

personally identifiable information, corporate financial data or any other data owned or 

collected by the Company. 

• Personal cloud services accounts may not be used for the storage, manipulation or exchange 

of company-related communications or company-owned data. 

 


